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BesanbTepHaTuBHOE MacluTabHoe MPOHUKHOBEHWE WHGOPMa-
LMOHHBIX TEXHOJIOMMIA BO BCe cdepbl XM3HM 00LLecTBa, NPOXoas-
lee 0e3 OO/HKHOrNO BHUMaHMA K Bompocam obecneveHus 6e30-
nacHocTn wuHdopMauMn, MOXET MpuUHUMaTb OpamaTUHeckuin
XapakTep, 4TOo noATBepXAaaeT MNoToK nybnukauuin B cpeactBax
MaccoBOW MHbOPMauUM 1 crneumanbHbiXx n3gaHusax. Henpasomep-
HOe pasarfalleHne WIN YHUYTOXeHMe UHbopMauMn, ee KoMnpome-
Taumsa nnn danbcndurkaumsg, BO3MOXHOCTU Oe30praHM3aunm npo-
LECCOB B COBPEMEHHbIX MWHPOPMALMOHHBLIX CUCTEMAxX U
aBTOMaTU3NPOBAHHbIX MPOM3BOACTBAX MOryT MPUBOAUTb, U YXe
NPUBOAAT, K HAHECEHWUID Cepbe3HbiX MaTepuasibHbIX MNoTepb WU
ywepba penytaumm He TONbKO OTAENbHbIM JINYHOCTSAM, HO W
opraHusaumsiM 1 rocyaapcTBaMm.



B psoe By3oB pecnybnvku, B TOM uyucne B [POOHEHCKOM
rocygapCTBeHHOM yHuBepcuteTe um. 9. Kynanbel, Ha NpoTsXeHUU
psga neT BedeTcsd ycnelwHas MnoAroToBka crneumanmcToB MNo 3a-
LWMTE KOMMbIOTEPHON MHPOPMaLUK, XOTS, Ha Haw B3rngn, rnoTeH-
uman cneumanucTtoB OaHHOrO HanpasfieHWsa B Hallel CcTpaHe BO-
cTpeboBaH He B NONHOM Mepe. B To e BpemsA, B CBA3U C
NaBMHOOOPAa3HbIM MOSIBJIEHNEM BCE HOBbLIX YrpO3 U POCTOM Mac-
wraba ux NPoOsSIBNEHW, cyllecTBeHHOW npobnemol npouecca
NPakTUYECKOM NOArOTOBKM CNELMATMCTOB MO 3aluMTe KOMMbIOTEP-
HOM uHGOpPMaUMUKM CTAHOBUTCH HenocTaTtoyHasd OCHALWLEHHOCTb
NPOrpamMMHO-TEXHMYECKO 0a3bl y4ebHbIX 3aBeOeHUN.

MepcnekTMBHLIM BbIXOAOM W3 3TOM cCUTyauuu Kak npu oby-
YeHUU CTYOEHTOB, Tak U B paMkax MepenoaroTOBKW chneuuannc-
TOB, MpPeacTaBnseTcs Co3haHue U MUCMNOJIb30BaHUE COBPEMEHHbLIX
MHOPACTPYKTYPHbIX PeLlleHnin ons co3aaHust BUPTyasbHbIX Nabo-
paTopuii, MUCMOMb3YIOLWMX BO3MOXHOCTM 06MayHbIX W KlacTepHbIX
aApPXNTEKTYP.

MpecTtynnexnnsa B chpepe nHPOPMaALMOHHBIX TEXHOJIOrUIA
nnu KMbepnpecTynHoOCTb

OO6LLecTBEHHas OMACHOCTb MPOTMBOMPABHbLIX OENCTBUA B 00-
nactm MHOOPMALVOHHBIX TEXHONOMMIA CBA3aHa C TeM, 4YTO Takue
DenCTBMS MOryT BCTYNUTb B MNPOTUBOPEYME C MNONOXeHUaMU 3a-
koHa PB «06 mHdbopmauuu, nHdopmMatTmzaumm u 3awmTte MHOOopP-
Mauum» [1] B OTHOLUEHUN NUYHLIX OAHHbIX U KOHOWAEHLUMANbHON
nHdopmaumn. A TakKke MOryT MOBMEYb HapyLIeHVEe AEeSTeNbHOCTU
aBTOMaTU3MPOBAHHbBIX CUCTEM YNPaBAEHUS U KOHTPONS pPasfivyHbIX
006beKTOB, HapyllueHne paboTbl KOMMbIOTEPHbLIX CUCTEM; HECaHKLM-
OHNPOBaHHbIE OENCTBUS MO YHUYTOXEHWIO, MOAMDUKaALMN, NCKaxXe-
HUIO, KOMMPOBaHMIO MHbOPMaUMM U MHOOPMALMOHHBIX PECYPCOB;
MHble HOPMbl HE3AKOHHOrO BMeLUaTeNnbCTBa B MHGOPMALMOHHbIE
CUCTEMbI, KOTOpble CMOCOOHLI BbI3BATb TAXKME U HeobpaTuMble
NnocneacTBuUs, CBsI3aHHble HE TOJIbKO C MMYLLECTBEHHbIM, HO U C
duamnyecknm yuepoom.

CornacHo YK PB [2] npecTynieHusiMM ApoTUB MHOOpMaLm-
OHHOM 6e3onacHocTu (rnaa 31 YK PB) sBnstoTcs: HecaHKUMO-
HUPOBAHHbLIM AOCTYyN K KOMMbOTEPHON WHbOpmMauumn (cT. 349
YK PB); mogudukauma komnboTepHon wuHdbdopmaumm (cT. 250
YK PB); komnbioTepHbli caboTtax (ct. 251 YK PB); HenpaBomep-
HO€ 3aBnafeHne KOMMbTepHon MHpopmaumen (ct. 252 YK PB);
N3roToBfieHne NMbo cObIT cheumanbHbIX CPeACcTB AN MOJy4eHUs
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HernpaBOMEPHOro AOCTyna K KOMMbIOTEPHOM cuctemMe unm ceTtu
(cT. 253 YK PB); paspaboTka, Mcrnonb3oBaHue nmbo pacnpocTpa-
HEHVWe BpPefoHOCHbIX nporpamm (cT. 254 YK PB); HapylweHue
npaBui 3KcnayaTauum KOMMbIOTEPHOW CUCTEMbI WKW CETU
(cT. 255 YK PB).

3ayacTylo coBeplueHne MpecTynieHnin B chepe KOMMNbTEP-
HOM uHOOPMaLMN COMPSXXEHO C COBEPLUEHVMEM WHbIX YrOJIOBHO
Haka3yeMbIX OESsIHUMNA, B YaCTHOCTWU, TakMX KakK HapylleHue TaliHbl
nepenuckn (ct. 203 YK PB), HapyweHne aBTOPCKUX, CMEXHbIX,
n3obpertarenbckux M nateHTHbix npaB (cT. 201 YK PB), kpaxa
(cTt. 205 YK PB), npuynHeHue WMyLLECTBEHHOrO yuiepba nytem
obmaHa wnu 3noynotpebneHus poeepuem (ct. 216 YK PB), mo-
weHHn4yectBo (cT. 209 YK PB), BbimMoratensctso (cT. 208 YK PB)
n np.

MeToabl Oka3aHusi MPOTUBOLENCTBUS YKa3aHHbIM MNPOTUBO-
npaeHbIM OENCTBUSM, MHOIME U3 KOTOPbIX CBA3aHbl C npobnema-
MW HECaHKUVWOHWUPOBAHHOIO MPOHMKHOBEHMUST 3M0YMbILUNEHHNKA B
MHOPACTPYKTYPY MHPOPMALMOHHBIX CUCTEM, BXOAAT B KPyr 3aaad
NOArOTOBKM CReumMannucToB No 3awmTte nHdbopmaumn.

KnbepnpecTtynneHus v sagayvm TeCTUPOBaHUS
Ha NPOHUKHOBEHUE

OcHOBHble BUAbl KMOEPNpPecTynieHun (NpecTynieHnii B
chepe MHOOPMALMOHHBIX TEXHONOMMI, CBA3AHHbLIX C HE3aKOHHbI-
MU OENCTBUSIMU NOAEN, UCMONb3YOWUX NHPOPMaLNOHHBIE TEXHO-
normv onsi NpPecTyrnHbIX Lenen) CBsA3aHbl C HeCaHKUWMOHWUPOBAH-
HbIM WCMNONb30BaHNEM pPa3/INYHbIX TEXHUYECKUX YCTPOWUCTB U
CUCTEM YyOaNieHHOro A0CTyna; CO34aHueEM U pacrnpoCTpaHeHUeEM
BPEOOHOCHOro Koda, B3/IOMOM Maposien, Kpaxeln pekBuU3UTOB OaH-
KOBCKMX KapT; a Takke C pacnpoCTpaHeHMeM NpPOTUBOMPABHOMN
nHdopmaumn (kneeeta, martepuanbl OAs PasxXuraHns MeXxHaLumo-
Ha/IbHON U MEXPEeNUrmo3Hom po3HM U T.M.) 4epes UHopmMauu-
OHHO-KOMMYHUKaUVOHHbIE ceTu [3].

Lna CHUXeHWs YPOBHSI OMacHOCTM peanu3aunun knbepnep-
CTYNMEHWA MOMNyNsSpHON BO BCEM MMUpe YCAyroh B 06nactu WH-
dopmaunMoHHON 6e30nacHOCTM CTaHOBUTCHA TECTUPOBaHME Ha
nNpoHMKHOBeHMe. CyTb €ro 3ak/l4yaeTcs B CaHKUWOHUPOBAHHOM
nonbiTke ayamtopa OOOWTU CYLLECTBYIOLWMA KOMIMIEKC CPeacTB
3aWwunTbl MHPOPMaALMOHHON cucTembl. B xope TectmpoBaHus Ha
NPOHNKHOBEHME ayauUTOP UrpaeT posib 310yMbILLIEHHMKA, MOTUBU-



POBAHHOIO Ha HapylleHne MHPOPMAaLMOHHOM 6e30nacHOCTM ceTu
3akasumka.

TecTMpoBaHMe Ha MPOHUKHOBEHWE (COKpalleHWe OT aHrfn. —
penetration testing, Ha cneHre «neHTecT») — 3TO MOMCK YSA3BUMO-
CTEN C NpakTMYeCcKOW MPOBEPKOM BO3MOXHOCTEN WX peann3aumu.
Llenb TeCcTMpoBaHus Ha MPOHWUKHOBEHME — OUEHKA YPOBHS 3aliu-
LLLEeHHOCTX, KOTOpas 3ak/4vaeTcs B MCCNefoBaHUM CeTU Wun
Beb6-pecypca AN BbiABIEHUS YS3BUMOCTEN, KOTOpble MOryT ObiTb
NCMNOSIb30BaHbl 3/I0YMbILLIEHHUKOM 11 peanuM3aunn yrpo3 WH-
dopmMaumoHHol 6esonacHocTu [4].

O4yeBMOHBIMM [OCTOMHCTBAMW METOLOB TECTUPOBAHUA Ha
NPOHNKHOBEHVE ABMSIOTCS: BbICOKAsk OOCTOBEPHOCTb CBEOEHUN O
BbISIB/IEHHbIX YSA3BUMOCTSAX Gnaropgaps daktnyeckoMy noaTBepxae-
HUIO BO3MOXHOCTU MX WCMOAb30BAHUS 3/TI0YMBbILLIEHHUKOM; [0C-
TaTOYHOCTb PE3YyNbTaTOB WCCNEOOBaHUS OJ19 OLEHKU KPUTUYHOC-
TU BbIBEHHbIX YA3BUMMOCTEN; HArasggHOCTb MNOJlydYaeMblX
pesyfbTaToB.

K HepocTatkaM MEeTOOO0B TECTUPOBAHUS HA MPOHMKHOBEHME
MOXHO OTHECTU: CMOCOOHOCTb MCCneaoBaTens BOCMPOU3BOOUTL
TONbKO AENCTBUS HapPyLIUTEnNs, PaBHOrO €My WK YCTynaloLllero
no keanndukaumm, W, Kak cneacrtevme, — BblCOkMe TpeboBaHUS K
KkBanudunkaumm mccnenoBaTens U HeBbICOKass OOCTOBEPHOCTb CBe-
OeHuii 06 OTCYTCTBMM YS3BMMOCTEN; HU3KYKD CTEeneHb aBToOMaTtu-
3auMn OEencTBUM uUccnepoBaTens, U, Kak CrneacTene, — BbICOKME
3aTpaTtbl MO CPaBHEHWIO C APYrMMKW Cnocobamu OLLEHKM YPOBHS
3alULLEHHOCTN.

OuyeBMAHO, YTO MOArOTOBKA TaKMX CMAELMANNCTOB, CMOCOOHLIX
NPOBOAUTb TECTUPOBaHME Ha MPOHUKHOBEHME MO 3aKaly OpraHu-
3aumin, npegnonaraet He TOMbKO HanMyne TeopPeTUYECKUX 3HaHWN,
HO W WUCMONb30OBaHME chneunann3npoBaHHbIX nabopaTopuii co
cneunanbHO CKOHOUIYpUPOBaAHHOMW WMHOPACTPYKTYPOA U MNpo-
rpaMMHO-TEXHMYECKON 6a3oin.

Bbioop nnatdopmbl Ana co3paHus
y4eOHbIX nabopaTtopuit

B yyebHOM npouecce kadenpbl CUCTEMHOro NpPorpaMmMmpo-
BaHMWs M KOMMblOTepHOW 6e3onacHoctn plY wm. A. Kynanel B
kayecTBe nnatGopmbl Ans oby4yeHuUs MeTogam UCCNefoBaHUsS WH-
dOpPMaLMOHHbIX CUCTEM Ha MPOHUKHOBEHWE BbIOpaH 06NaYHbLIN
knactep [POAHEHCKOro rocyoapCTBEHHOro yHmBepcuteTa. Knac-
Tep ucnonb3yeTcsa B yHuBepcuteTte ¢ 2014 ropa, paboTtaeT Ha
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nnatdopme OpenSource-npoaykta OpenNebula, B kayectBe cuc-
TeMbl BUpTyanusauum uncnonbdyet KVM.

Bboibop knactepa mna co3gaHusa nabopaTtopuini 0OycnoBneH
BO3MOXHOCTbIO popmMMpoBaHns NpoduiibHbIX 6nbnMoTek o6pasos
BblYMCNUTENBHBIX MawwuH (BM) ¢ komnnektamm nporpamMmMHOro
obecnevyeHns (MO) y4ebHOro HasHayYeHWs; BO3MOXHOCTbIO ObICT-
POro MakeTHOro pPas3BepTbiBaHWS, OOHOBNEHUS, yOoaneHus OoHOTUM-
HbIX BUPTyasnbHbIX paboymx MecT wunu nabopaTopuii LENNKOM;
dopmmpoBaHnem (Ha ocHoBe Habopa BM) nabopaTopHbIX Make-
TOB pacrnpeneneHHbiX CUCTEM; BO3MOXHOCTbIO MOAK/IOYEHNS BUP-
TyasnbHbIX MalUWH K JIOKanbHOW CeTn yHMBEpCUTETA.

Mcnonb3oBaHne nnatdpopmbl OpenNebula Takxe no3BOMNO
peanu3oBaTb PS4 BO3MOXHOCTEN, HeobxoAMMbIX ANns 00y4yeHus
MeTodam 3aWuTbl MHDOpMaLMK: TecTupoBaHWe B obfiake aHTu-
BupycHoro MO ©6e3 BepOATHOCTM NOBPEXAEHUs 060pyLoBaHUs
CTYyOEHTOB; pas3BepTbiBaHMe BM C pasnnyHbiMU ysa3BUMbIMU Ce-
TEBLIMM CEPBMCaMU, UCMOSb3YEMbIMU A5 00y4eHUs1 CKaHMpoBa-
HUIO 6Ge3onacHocTU ceTu; pasBepTbiBaHue depMbl BM Linux n
Windows ans u3y4yeHusi OTAENbHbIX YA3BUMMOCTEN OnepaLMoHHbIX
CUCTEeM; pas3BepTbiBaHME BUPTYyasbHbIX MalliMH O 0OydYeHus Tex-
HOMOrMAM 3alUnMTbl OT yTeyek nHdopmaumm (uncnonb3osaHne DLP-
CUCTEM, MPOrpaMMHbIX KOMMEKCOB ANS aHanm3a yrpo3 u ys3Bu-
MOCTEN, CUCTEM 3aluTbl ceTer U paboymx CTaHUMIA), CBA3aHHbIX
c obecneyeHneM ynpasneHus NHGOPMALMOHHON 0e30MacHOCTbIO
opraHmsauni.

BoamoxHocT obnayHoro knactepa Ha 6ase OpenNebula
no3BonsoT aPPEeKTMBHO UCMONb30BaTb €ro Takke ANs OpraHn3a-
LM COPEBHOBaHWM MO MNPaKTUYEeCKOW 3alunTe KOMMbIOTEPHOW WH-
dopmauum pasnmyHoro ¢opmarta M ypoBHA. Hanpumep, cylle-
cTBylowaa uHppactTpyktypa OpenNebula ©Obina BbiOpaHa B
KayecTBe 0asbl MpPW MPOBEAEHUM OYHOrO Typa MO 3aLUUTE WH-
dopmaumn B pamkax PecnybnmkaHckolr onumnuagbl No KpunTor-
padun n sawmte nHdbdopmaumm 2015, 2016 ronos.

B TO Xe BpemMsa Henb3d He OTMEeTUTb WU HEKOTOopble Heno-
CTaTkKM WCNONb30BaHMs 0ONayHOro knacrtepa nns obyyeHus me-
ToAaM TecTUPOBaHMS Ha MPOHMKHOBEHME: MoaroToBka MacTtep-06-
paszoB u wabnoHoB BM gqaBndetca BecbMa TPYOOEMKUM
NnpoLLeccoM, TPebyoWMM He TONbKO BRafeHus npeameTHon obna-
CTblO, HO M HaBblkaMW CUCTEMHOro agMuHUCTpupoBaHus Windows
n Linux, a Takxe 3HaHWA OcOOeHHOCTel obnavyHon nnaTtdopPMbl;
HEBO3MOXHOCTb MCMONbL30BaHUA HekoTopbix OC cemencTBa
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Windows (B 4yacTtHocTn, Windows XP SP3 u HekoTOpbIX AOpYyrux,
fonee cTapbix BEpCUil) M3-3a HECOBMECTMMOCTW C WCMOoNb3ye-
MbIM CpeacTBoM BupTyanusauum KVM; TpeboBaHMe Hanuyms mno-
CTOSIHHOrO noaktoyeHmns k cetn WMHTepHeT. O4eBMOHO, 4TO Npu
06pbiBE COEOMHEHUS CeaHC CBA3M C obnavHon nnatdopmon Oy-
neT npekpatleH. MNMpoaomknte paboTy MOXHO OyaeT ToNbKO Moc-
Jle BOCCTaHOBEHMS MOAKoYeHUs K NHTepHeT.

Ucnonb3oBaHue yueOHbIX nabopaTopuii

B pamkax pa3BuUTMS KOHLEMNUMU WUCMNONb30BaHUS BUPTyasb-
HbIXx nabopartopuii ons 3agad4 TecTUPOBaHWUS Ha MNPOHUKHOBEHME
pa3BepHyTbl TPU Y4ebHbIX NabopaTopum: HayalbHOro, CPEeAHEro u
BbICOKOIO YPOBHS1 CJIOXHOCTMU.

Pabota obyyaemoro B nabopatopusx OCYyLLeCTBASETCS Ha
OCHOBE METOAUKM «Cepbiri ALMK»: Nepen HayanoM UCCrnenoBaHus
npegocTtaBnserca nHpopmaums o6 MHPPaACTPYKType B BUOE CXe-
Mbl U OMUCAHUS [OEeATEeNbHOCTU BUPTYaslbHOM KOMMaHuu. Hanee
yyacTHukam OyOeT npensioxKeHO BbINOMHUTL 3KCnyaTauuio pas-
JINYHBIX YSI3BMMOCTEN, CBA3aHHbIX C pPaboToil ceTeBbIX U BEO-KOM-
MOHEHTOB, KPUNTOrpadUyecKnx MEXaHU3MOB, C OmMbBKamMu KOHOU-
rypaumm m Koga, a Takke C 4yenoBevyeckuM GakTopoMm.

Kaxpgaa 13 Tpex nabopatopuii COOTBETCTBYET OMpenesieHHo-
MY YPOBHIO CIIOXHOCTU («HauMMeHbLUas», «CpenHss», «BbICOKas»).
MpoxoxaeHne 1-ro ypoBHSA OTKPbIBAET OOCTYM K MPOXOXOEHUIO 2-
ro, n 1.4. NonHoe npoxoxaeHune TpeTbero (NocnegHero) ypoBHS
noTpebyeT OT y4aCTHMKA HaMBBICLUMX 3HAHWUA U YMEHUNA.

Cuctema BuMpTyasibHbIX 06nayHbIX nabopaTtopuii MHTErpupo-
BaHa B 0OpasoBaTeflbHyl0 OHNaMH-MIaTPopmMy yHMBeEpcUTETa ANS
TOro, 4ToObl 0bOecne4ynTb 0Oy4aeMbIiM YOOOHbIA OOCTYN K HEeobXxo-
OVIMOI TeopeTnyeckor nHdopmaumn.

Ong aBTOmMaTM3aumn MNPOBEPKU pPe3ynbTaTOB MNPOBEOEHHOrO
TECTUPOBaHUSA Ha MPOHUKHOBEHWE, COOTBETCTBUS HaMAEHHbIX TO-
KeHOB (¢pnaroB), OTMeYalLWmxX HaMOeHHYI0 B pe3ysibTaTe MPOHUK-
HOBEHUS YSA3BMMOCTb, B JIOKaNbHOM CETU YHUBEpPCUTETa ceTu pas-
BepHyTa cuctema Facebook CTF [5, 6].

Ncnonb3oBaHne nnatdopmbl Facebook CTF kak nHTepdein-
ca ynpasfieHns MpouecCcoM TeCTUPOBaHUSA Ha MPOHUKHOBEHUE TO-
3BOJINIO aKTMBU3NPOBATb Y4EOHbLI MPOLLECC, MPUAAB PELUEHUIO
3a4a4 Ha MPOHUKHOBEHME COPEBHOBATESBHbIN XapakTep M 3MOUM-
OHaslbHYIK0 OKpacky.



Mpumep o6n1a4yHOI NnadopaTopumn A9 TeCTUPOBaAHUA
Ha NPOHUKHOBEeHue

Ha puc. 1 npencrtaBneHa npumepHas cxema nadopatopun
CpenHero ypoBHSI CIOXHOCTU.

Janee paHbl npyMepbl BO3MOXHbIX 3agaHuin ana oby4vae-
MbIX.

1. Cereas 6e3onacHocTb. OnucaHve 3agayn: Heobxogumo
nccnegoBatb CepBep, HalTU BCE OTKPbITbiE MOPTbl, ONPenenvTb
CEPBUC N HAMTU TOKEH. YyacTByllwye MaliumHbl: 172.16.2.1.

2. bezonacHocTtb web-npunoxeHuii. OnucaHne 3agayn: He-
06Xx0AMMO uccnenoBatb Web-nNpunoxeHne, HanmTU yS3BUMOCTb U
npoakcniyaTnpoBaTtb ee. HaliTu Heob6xoOoMMbI TOKEH MOXHO Oy-
JeT rnocne 3aBeplUeHUs akcrnnyaTaumm npunoxeHus. (MonyyveHne
TOKEHa TakXke OTKpbIBaeT OOCTyn K 3agadam ypoBHA Ne3). Yya-
CTByIOLME MalluHbL: 172.16.2.2.

3. O6HapyxeHue artak. JlereHpa. MawuHa 6yxrantepun
KOMMaHnM HaxoguTcs nopn ynpasneHuem Linux no agpecy
172.16.2.11. Takxe wumeetca mawwmHa Windows no agpecy
172.16.2.12, ¢ koTOpOM paboTaloT Te Xe MNoJib3oBaTenu.

3.1 Ayaut 6e3onacHoctn 1 (Linux). OnucaHne 3apayn: Ha
Linux-mallumnHe onpenenutb, KakoW N3 YBOJIEHHbIX COTPYAHWUKOB OT-
BETCTBEHEH 3a YTe4yky [AaHHbIX. Y4YacTBylOWME MAaLUUHbI:
172.16.2.11 (Linux) — user: labuser, password: labuser.

3.2 Ayaut 6es3onacHoctu 2 (Linux). OnucaHue 3apayun: On-
penenutb, KTO M3 MNOJfib30BaTeNen nbitancd MNOoNy4nuTb npasa
nonb3oBartena root? Yuacteyowme mMawuHbl: 172.16.2.11 (linux) —
user: labuser, password: labuser.

3.3. Ayaut 6e3onacHoctn 3 (Windows). OnucaHve 3apaydwn:
Ha Windows-malwnHe HanTu nonb3oBaTens, KOTOPbIM yaanun
dann ImportantFile.txt. YuacTtBylowme mawnHb: 172.16.2.12
(windows) — user: John(AdministratorUser), password: john.

3.4. Ayant 6es3onacHoctu 4 (Windows). OnucaHue 3apayu:
Onpepenentb, KTO MOCMAEAHUA nofayyYan p[octyn K danny
ImportantFile.txt nepen ero ynaneHnem (Mcknwyasa ynoanuBLLEro
dann nonb3oBatend)? YdyacTBywlwme MawuHbl: 172.16.2.12
(windows) — user: john(AdministratorUser), password: john.

3aknovyeHve

Ncnonb3oBaHue obGnayHbix nabopaTopuini Ons 3agad TecTu-
POBaHWA Ha MPOHUKHOBEHWE OEMOHCTPMPYET afdeKkBaTHOCTb Mo-
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CTaBfieHHOW uenn — hOPMUPOBAHUIO N COBEPLUEHCTBOBAHUIO Ha-
BbIKOB 00Oy4aeMbIXx MO TECTUPOBaAHMIO CETEBOM MHPPACTPYKTYPbI
Ha MPOHMKHOBEHME M3BHe. OCHOBHasi CIOXHOCTb, C KOTOPOW Mpu-
LUSIOCb CTOJIKHYTbCS pas3paboTyMkaM, 3TO MOArOTOBKA MHOXECTBa
noaTanHblX 3a4aHnin U MHPPACTPYKTYPbl AN UX BbINONHEHUS.

OnbIT paboTbl MOKasan, YTO OopraHuM3aums BUPTyasbHbIX 00-
NayHbIX nabopaTtopuini oS TECTUPOBAHUS Ha MPOHUKHOBEHWE $IB-
NAeTCa NepcrnekTMBHbIM HanpaBfieHMeM B opraHmMsaumm ydebHoro
npouecca; MOXET paccMaTpmBaTbCs Kak copepXaTesibHas KBUH-
TOCCEHUMS 3HAHWUIA PasfiyHbIX y4ebHbIX OUCUMMIVH; ABNsSeTCA on-
HUM M3 HEMHOIMX AENCTBUTENbHO 3ddEKTUBHBLIX CNOCOBOB MOA-
rOTOBKW CMELMannucToB C NpPakTU4YeckMMM HaBblkamu B obnacTu
3aWmnThl MHGOopPMaLUn.
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